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THE INEVITABLE
BATTLEGROUND:

CYBER WARFARE
Cyber security of a nation is not only the
responsibility of government agencies and
governing bodies, but it is also a joint responsibility
of public and private sector companies. Any crucial
decision taken at a national level affects the public
and private sector, and vice versa due to the hybrid
nature of the internet.

I

n the present era, many
countries are adopting
digitisation in their
development agenda
by introducing a large
population and infrastructure
into cyberspace. The countries are
attracting more foreign powers to
carry out cyber-attacks. Several
countries attempt large-scale
cyber-attacks with the aim of

destroying the country’s Critical
Information Infrastructure (CII)
without firing a single bullet
across the geographic borders.
The impact of cyber terrorism on
the internal affairs of a nation
internationally can be understood
from the interference of Russian
hackers and forces in the 2016
US presidential election. The
e-mail accounts of several top

UMMED MEEL
The writer is a Certified Ethical
Hacker (CEH) and Certified
Computer Hacking and Forensics
Investigator (CHFI). He has
delivered 100+ training and
workshops on cyber security,
ethical hacking, intelligence,
digital forensics and cybercrime
investigation for state police and
other law enforcement agencies
including India Air Force, BSF, CISF,
CAG, BPRD, CDTI and Ministries.
He has 7+ years of experience in
the cyber security service (VAPT)
and training. His articles have been
published in many world-renowned
magazines and journals. He has also
been interviewed by multiple news
channels and newspapers on the
subject of cyber related solutions.
In addition, he has delivered more
than hundred lectures in seminars
on cybercrime awareness in
schools, colleges and universities.
He has also helped various
investigating agencies in solving
around 200 major cases related to
cybercrime in the country.

allies of the Democratic Party and
Hillary Clinton were hacked to
steal intelligence. Those shameful
details were later used on open
Internet forums to create a
negative image of the Democratic
nominee. Ransomware and other
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serious attacks on CII worldwide
increased by about 350 per cent
in the year 2020-21 and are
estimated to cost $10 trillion.
Cyber can affect the battlefield by
not only disrupting technological
equipment and facilities but
also by exploiting civil society
to achieve political or military
objectives as the frontline of
fourth-generation warfare. Indian
National Security Advisor (NSA)
Ajit Doval in his presidential
address at the Passing Out Parade
of National Police Academy,
Hyderabad in November 2021,
categorically cautioned the nation
that “Civil society is the new
frontier of war — fourth-generation
warfare (4GW) — and it is the
responsibility of Police to protect
people from being subverted,
divided and manipulated.”

Reasons Behind The
Cyber-attacks

Countries are building cyber
capabilities for rapid and accurate
intelligence gathering even during
conventional military operations.
According to a report by the
journalist Fred Kaplan, during the
NATO bombing of Yugoslavia in
1999, American security agencies
hacked Serbia’s air defence systems
to mislead Serbian security agencies
about the actual direction of
American aircraft. In 2015, Russian
forces hacked Ukraine’s electrical
grid, disrupting power supplies
for some 225,000 customers and
multiple government offices.
With about 850 million active
internet users, India is the secondlargest country in the world after
China. And, it is a universal truth

of the modern age that the more
internet users a country has, the
more its governance depends on
the cyberspace. The internet has
become an integral part of the
governance of India in the last two
decades. It has also become crucial
for global communication, relations
and international trade.
The Minister of State Rajiv
Chandrashekhar informed in a
written reply in Lok Sabha that
CERT-In has confirmed that a
total of 17,560, 24,768, 26,121
and 25,870 Indian websites have
been hacked in 2018, 2019,
2020 and 2021 (till October)
respectively. And most of these
attacks were originated from the
IP addresses of countries like
Algeria, Brazil, China, France,
Germany, Hong Kong, Indonesia,
Netherlands, North Korea,
Pakistan, Russia, Serbia, South
Korea, Taiwan, Thailand, Tunisia,
Turkey, USA and Vietnam.

Trending Attacks For CII
And Associated Threats
Energy and Utilities Services
Sector
Today, raw material, production,
supply and billing of electricity,
gas, domestic fuel, solar energy,
etc. are managed and remotely
controlled through internetbased architecture. While it
provides ease of functioning
and operation for humanitarian
needs; on the other hand, some
international criminal elements
and powers can gain financial
and war diplomacy benefits by
influencing these services. In
March 2018, the Automated
Meter Reading System (AMR)

The internet has become an integral
part of the governance of India in
the last two decades
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of power utilities in Haryana’s
Panchkula city was impacted
by a ransomware attack. And a
ransom of about one crore rupees
was demanded by encrypting the
user billing database. Fortunately,
Uttar Haryana Bijli Vitran
Nigam (UHBVN) had backup
available and there was no loss
of billing data. Electricity is the
basic requirement for running
CII and must be protected
from unauthorised access and
intruders.
Information Technology and
Communication Services Sector
For accurate, rapid and smooth
transmission of information in
cyberspace, we need effective
telecommunication and internet
services. Any disruption,
hijacking, alteration and
interception of the information
and telecommunication system
can mislead targeted operations
and battle strategies. Telecom
and Internet service provider
companies control the country’s
Critical Infrastructure, so the
impact of a cyber-attack on it can
be huge and far-reaching. A false
claim of attack on the telecom
industry could also force the
telecom company to shut down
critical services and servers on
which businesses, consumers and
security systems depend. In June
2021, the US mobile company
MINT data breach is one of the
latest data incidents affecting
Telecommunications Company
that had committed a free data
access breach by porting some
phone numbers.
Finance Service Sector
Banking services play an important
role in governing the country’s
economy on a global scale. Every
public and private organisation
needs money and banking
transactions to ensure smooth
functioning and sustainable
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Communications Services

development. Before and during
the war, if the banking system of
the enemy country is demolished,
this outage for common people
and essential services will become
the biggest disaster to destroy the
country internally. According to
a TechCrunch report, in January
2019, the personal information of
lakhs of customers was stolen from
the unsecured servers of the State
Bank of India. These compromised
databases revealed a variety of
intelligence such as payment size,
location, beneficiary entity and
transaction frequency, etc. And
by correlating these details with
some passive intelligence, enemy
countries can plan and execute
a number of advanced cyber or
physical attacks.
Transportation Service Sector
Transport is the basic requirement
for the supply of arms and
ammunition in the border areas in
times of war. Aviation, railway and
sea transport are being operated

and controlled from far-flung
places through the internet. In the
event of war, the enemy country
can cause a number of physical
disruptions to the transportation
infrastructure, such as destroying
a connective bridge or blocking
a mountain road. In addition,
missiles, aircraft, submarines or
trains can be deflected from the
original route, by disrupting the
internet-run network.
Security and Defence Service
Sector
For both external and internal
peace, defence organisations have
a separate cyber infrastructure
to manage day-to-day operations
and keep activity logs. It is
very difficult, especially for
defence organisations to keep
information confidential such
as battle planning, delegate
details, war practice records,
weapons procurement history,
battalion deployment, weapon
automation, ammunition stock

and capacity-building data safe
from foreign hackers. In January
2022, Russia paralysed Ukraine’s
Defence Ministry and the online
networks of two banks with a
distributed denial-of-service
attack. It is difficult to hold anyone
responsible for such attacks due to
anonymity and VPN IP addresses,
but according to defence experts,
there is no doubt that Russia
was behind this attack. In the
year 2021, the personal data of
500,000 police officer examinees in
India was leaked, which was being
sold later on the dark web. Since,
the database contains sensitive
data such as the officer’s name,
mobile number and Personal
Identifiable Information (PII), these
make victims vulnerable to spear
phishing, scams and even identity
theft.
Health and Emergency Service
Sector
In a pandemic like COVID-19,
medical facilities are very
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important to provide effective
treatment on time. Similarly, in
the event of war, a well-equipped
medical infrastructure is required
to provide first aid or treatment
to the wounded soldiers. In this
age of technology, most of the
health facilities and their related
machinery are being operated
online. In such a situation, there
can be many cyber-attacks from
stealing patients’ health data to
disrupting medical facilities. In
the year 2021, a hacking group
hacked the health data of 40
million patients from different
medical institutions in the US and
disrupted the hospital network for
several days.

Common Cyber-attack
Vectors And Preventive
Measures
Ransomware
Ransomware is a type of malicious
software that encrypts the target
computer or data, making it

inaccessible and useless to the
user. Unless the victim pays a
ransom to the attacker, it is very
difficult to decrypt the affected
data. To protect data from a
ransomware attack, defence
personnel should have proper
awareness not to download and
open any suspicious attachments
received from unknown senders.
If you need to open a suspicious
attachment, always open it in
an isolated environment. The
ransomware payload can be in any
form of attachment such as Word,
Excel, PDF, Video, Software and
Presentation files.
Distributed Denial Of Service
(DDOS)
A distributed denial-of-service
attack is a cyber-attack in which
the attacker indefinitely disrupts
a country’s emergency services,
defence communications and
related network resources for
its intended users. The attacker

Transport is the basic requirement for
the supply of arms and ammunition in the
border areas in times of war

generates a traffic flood on the
victim server or application
from several different sources
at the same time. This request
flood is many times greater than
the original request handling
capability of the target server;
as a result, the server becomes
unavailable for the intended
use. You can use multi-layered
network firewalls and DoS security
solutions to diagnose network
traffic, differentiate between
legitimate and malicious traffic,
and block malicious traffic.
Backdoor
A backdoor is a type of malware
or technique that allows an enemy
country to gain unauthorised
access to a target system,
besides normal authentication
procedures. Backdoor malware
resides silently on the target
machine or system and kicks in
whenever an attacker triggers it.
And enemy intelligence forces can
use it to dump information, spread
viruses, destroy systems and
perform other advanced attacks.
To prevent this type of attack, we
need to implement robust security
controls for computer networks
such as firewalls, Intrusion
Detection Systems (IDS), Intrusion
Prevention Systems (IPS) and
endpoint security solutions.
Defacement
Website defacement is an attack
on a website that replaces the
visual appearance of a government
and emergency service website
with obscene or inflammatory
pages. Usually, the aim of the
defacer is to create panic and
disturb the peace amongst the
people. To prevent these attacks,
the web application should require
continuous backup and be hosted
on a secure platform like the
cloud to recover from the attack
situation.
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Phishing
Phishing is a social engineeringbased attack where the attacker
proposes pages that look somewhat
similar to the original in order
to grab the credentials to hack
into online accounts. To increase
the chances to victimisation, the
attacker collects intelligence about
the target for a long duration and
prepares a crafted spear attack.
User awareness is the only way to
defend against a phishing attack
line by not posting personal details
on social media platforms and
being aware of fake websites.
Brute Force
In this, the attacker uses
automated software to check all
possible combinations of different
usernames and passwords on
the login page until they find the
correct password. This weakness
enables attackers to guess the
password of any login and access
unauthorised information. The only
effective preventive measure is to
use rate-limiting and multifactor
authentication security controls.

Civil Society and Social
Engineering
Social engineering refers to
psychological manipulation using
technology to reveal confidential
information from people. It is not
an overnight planned attack to
exploit or compromise the target,
it takes years to execute. The
best process to make it secure
is user awareness and phishing
simulation solutions. A civil society
that can be distorted, divided and
manipulated to hurt the interest of
the nation or to stall development
projects, is going to be an indirect
and advanced version of social
engineering attack.

What now?

Civilians, as well as defence
personnel, should be aware enough
not to come in touch with criminal
intent groups globally in greed
of money and personal gains.
The nation’s Critical Information
Infrastructure should be hosted on
a private cloud that must comply
with appropriate Information
Security (IS) controls, security
standards and regulations. CII
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should be audited on regular basis
and only authorised users should
be given access. Military strategists
are expanding their strategy to
effect war by combating cyberspace.
Cyber intelligence and tools allow
the military to attack any country
anonymously without leaving
a trace and covering physical
distance, making it difficult to trace
the name of the attacking country.
Cyber intelligence and aggressive
techniques cannot directly help a
country to win the battle, but can
indirectly make the enemy country
weak or bring it to knee-jerk.
Cyber security of a nation is
not only the responsibility of
government agencies and governing
bodies, but it is also a joint
responsibility of public and private
sector companies. Any crucial
decision taken at a national level
affects the public and private
sector, and vice versa due to the
hybrid nature of the internet.
Today, India needs a leadership
capable of formulating and
enforcing strict policies committed
to the security, privacy and
management of cyberspace.
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