7] Digital 4n6 Journal | Issue 4 1 2018

Android Malware Forensics

Mobile phone is our first need before "Food, Accommodation and Cloth". From last one decade
smartphones are in vogue very fast. Nowadays smartphones have become so smart that all the
necessary functions of our daily routine like as shopping, bill payment, food, hotel, flight booking,
fees, fund transfers, etc. are done on the phone with the help of internet. Vendors have made their
own mobile applications for each work and service.

- Ummed Meeg|

Introduction

Some criminals have started using this modern technology for criminal activities. Criminals steal the data,
banking and personal information of consumers through malicious applications or malware. The
common man does not recognize such a virus and duplicate applications and becomes a victim of
criminal activities. Cyber criminals send these malware or viruses to users' phones in using distinct ways.

Android Malware

Android malware is an application or service that steals data, banking and other personal information
from user's device without his permission and knowledge, and then uploads it to the remote servers.
Once the malware or Trojan is installed on the android phone, they do not have any icon and neither can
you uninstall them. An attacker or hacker can take complete access to your phone with the help of
malware. Hackers can steal photos, videos, documents, call records, contact lists and GPS locations from
your phone. Not only this, without doing any activity on the screen, hacker can click photos from your
phone's camera and record audio from a microphone.

Hackers can infiltrate your phone in the following ways

« Hacker can bind malware or virus with legitimate mobile application

« Hacker can send an application with spoofed app name

Through Social Engineering, hacker can also install malware directly from you
Through exploitation, hacker can exploit latest vulnerabilities in android

Android Malware Forensics

There are many ways of android malware or Trojan analysis. You can also do android malware analysis
through automated tools or manual. In the Android application forensics, live memory forensics, data
retrieval, outgoing traffic monitoring and device behaviour are also included. But the scope c;f the
forensic investigation officer in a malware application analysis should be as follows

« Remote host IP address or domain name

« Malicious functions of the malware

« List of permissions
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Forensic ana.lystS can ealsily trace and hold cyber criminals with the help of the above three information.
In the following four main steps, you can easily locate the culprit's domain name or server IP address.

Step 01: Get Classes.dex file

To get'classes.dex file, copy your malware application to the windows computer and rename the file
extension from .apk to .ZIF_’. In this zip you will find all the files that were used while compilation of this
application. When you unzip renamed file then you will find classes.dex file there as shown in snapshot.
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Fig 01: Rename .apk to .zip
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Fig 02: Get Classes.dex file

Step 02: Get classes.jar file

We use dex2jar tool to get classesjar file from classes.dex. Copy classes.dex file (received from the
previous step) to the dex2jar folder. Now open command prompt in windows and guide a path to your
dex2jar folder. Now run "d2j-dex2jarbat classes.dex" command through terminal. You can download
dex2jar tool from internet. After the successful completion of command you will find classes-dex2jarjar in
the same folder as shown in snapshot.

W Sclect CAWndowr\ Syitem3nemd. ot

Microsoft Windows [Version 16.0.17134.285]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Ummed Meel\Desktop\Necsry tools\Step 02\dex2jar-2.o iR a RS CEErE Il

Fig 03: run command
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[ b 57.10-20141732  Filefolder
D classes.dex VA'__VPA__“_____i________D_E_).(__FﬂE’__ﬂ_.__« 11Kk
[ classes-dex2jar.jar 06-10-20 f_ajlﬂ,, ey ,,Ff)fe.c yfa,b,lfia,r,l_:'!ed#_._. A )
[ d2jinvokebat ~ 27-10-201417:32  Windows Batch File

[ d2j_invoke.sh 37.10-201417:32  SHFile
d2j-baksmali.bat 37-10-201417:32  Windows Batch File
[ d2j-baksmali.sh 37.10-201417:32  SHFile |

d2j-dex2jar.bat 27.10-201417:32  Windows Batch File

Fig 04 Get classes-dex2jarjar file

Step 03: Get JAVA files

To get all available classes file we use jd-qui (java de compiler) tool. Run jd-gui tool on your system and
import classes-dex2jarjar (received from the previous step). After complete de compilation you will find

all .class file.
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Fig 05: Import classes-dex2jar;jar file
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Fig 06: class files
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Step 04: Remote IP or Domain name

AStan ;Bzeisz;gizlzgg?:ﬂcer you should always look forward for remote host IP or domain name. Here we
gota SHsP named as payload.class. After getting deep into this class we found a specific class

named as "payload”. This Slass is designed to get command and send required data to the hacker. In this
class we also found hacker's IP address on which he is uploading user's data.

& 4y Payload.class i

= i=port android.ccntent.Context;
import dalvik.system,DexClassloader;

LA .
TIMEQUTS : Strng feport jave.lo.BytearcayCutputStreas;

1A

:sLRL:Sm import java.lo.DstalnputStream;
) 4 comm_tmecut : long import jave.io.DatautputStreare;
I & parameters : Sting(] i=port java.io.File;
o o retry_total tlorg import java.lo.FileOutputStrese;
L & retry_watzlong fmport java.{o.OutputStream;

o sesson_expry : bong import java.lang.reflect.Method;
' o BTN import java.net.ServerSocket;
[ STogl) : vod import javas.net.Socket;

ieport java,net.URL;
import java.net.URLCoanection;
import java,util.concurrent.TireUnit;

.{ readAncRUNSIAge(DATAIrEUSraam, CuttStrean, Strir
- & nnStageFromMTTP(String) : vod
LB PUNSTORfromTCR(Stng) ; vod

@b start(Contaxt) : vod public class Payload

- @ swrtasync() : vod X

- & sartaPath(String) : vod public static final String CERT_MASH = ~wdd
® QFIMMM.&:: public static final String TIMEOUTS = “TTTT624800-300-3£08-18
@ &) R.class public static final String[URL = ~7777tep://16662.10.138 3CE0 |

public static long comm_tieeout;
private stati

c String() parameters;

Fig 07: Hacker's server IP address |

Note: It is not necessary that the hacker server's IP address or domain name will always be found in such a
folder or file. We should check all files and folders to avoid duplicate IPand get the right result.

List of permissions ‘

To see the list of permissions being used by any Android application, we use Apktool software. You can
download Apktool from the internet. Copy malicious application into the Apktool folder. Use java -jar
apktool_2.1.1jard yourappname.apk command in terminal.

I Stet CWindoes System3diomd oxe - 0O

Microsoft Windows [Version 10.0.17134:285]
(c) 2018 Microsoft Corporation. all rights reserved.

C:\Users\Ummed Meel\Desktop\Necsry tools\permission>
: Using Apktool 2.1.1 on Fleepkart.apk

Loading resource table...

Decoding AndroidManifest.xml with resources... )
: Loading resource table from file: C:\Users\Ummed Meel\apktool\framework\1l.apk
: Regular manifest package...

Decoding file-resources...

: Decoding values */* XMLs...

: Baksmaling classes.dex...

: Copying assets and libs...

: Copying unknown files...

: Copying original files...

-
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. )

C:\Users\Ummed Meel\Desktop\Necsry tools\permission>

Fig 08: Apktool de compile command
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Name Date modified Type Size
| ! original 06-10-201812:27  File folder
[ res 06-10-201812:27  File folder
[ smali 06-10-2012 12:27 File folder
ﬂ:] AndrondMamfest.xml ~ 06-10- 2018 12: 2? XML Document 2 KB/
[ apkteol.yml 06-10-201812:27  YMLFile 1KB
Fig 09: AndroidManifest.xml file
H Androcanfest o €3 |
1 <?xml version="1.0" encoding="utf-8" standalone="no"?> 3
2 G<manifest xmlns:android="http://schemas.android,com/apk/xes/android" package="c
3 <uses-permission android:name="android.permission.INTERNET"/> E:
4 <uses-permission android:name="android,permission.ACCESS NETWORK STATE"/> 9
5 <uses-permission android:name="android.permission.ACCESS_COURSE_LOCATION"/> 3
o <uses-permission android:name="android.permission.ACCESS_FINE LOCATION”/> :
3 <uses-permission android:name="android. permission.READ PHONE STATE"/>
8 <uges-permission android:name="android. permission.SEND SHS"/)
3 <uses-permission android:name="android.purmission.RECEIVE_SHS“/>
10 <uses-permission android:name=“android.permission.RECORQ_AUDIO“/)
11 <uses-permission android:name="android.permission.CALL PHONE"/>
12 <uses-permission android:name="android.permission.READ CONTACTS"/>
13 <uses-permission android:name="android,permission.WRITE_CONTACTS"/>
14 <uses-permission android:name="android.permission.RECORD_AUDIO"/>
15 <uses-permission android:name-"android.permission.HRITE_SETTIHGS"/)
16 <uses-permission android:name="android.permission.CAMERA"/>
17 <uses-permission android:name="android.permission.READ SMS"/>

<application android:label="@string/app name">

Fig 10: list of permission

After the compilation, a new folder is formed in which there will be a file named as AndroidManifest.xm!.
You can see the list of permissions by opening this file with any code editor. It is clear from the above

analysis that cyber criminals are uploading personal information of the consumer on remote IP address
using multiple malicious permissions.
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