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Bluetooth Attacks and
Forensics Analysis

by Ummed Meel

Some people with bad intentions could misuse Bluetooth technology to steal

data, spamming or sending a payload to hack a mobile device. A hacker can use

well known hacking practices, like malware, direct attack or authentication

bypass, to hack mobile devices. After the incident, an Incident Responder

should seize digital evidences very carefully. Forensics experts can get the

Bluetooth device ID, file name, pairing date, file size and path from the victim's

device. A Bluetooth attack can happen to mobile, Bluetooth speaker,

headphone, screen and laptop, etc. This article will give the complete idea

about possible Bluetooth attacks, its forensics and tracing of culprit with

practical moves.

Introduction

In the competitive market, mobile manufacturing
companies are offering sophisticated appli-
cations to attract users. Mobile companies are
facilitating users to fulfil their necessity of day to
day life. Mobile technology is basically
developed to talk with people remotely and
share information. Data transfer was one of the

primary objects or challenges for mobile
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companies in the early 90s. Initially, the data was
transferred only by cable but later Bluetooth
technology was invented by Dutch electrical
engineer Jaap Haartsen, working for telecom
vendor Ericsson in 1994. Bluetooth is a wireless
technology standard for exchanging data over
short distances. Consumers adopted this wireless
data transfer technology globally and started

using it in a very short time. This technology is
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getting more popular among users because it
does not require any internet data or telecom
network to transfer data from device to device.
The

IEEE standardized Bluetooth as |IEEE

802.15.1, but no longer maintains the standard.

Some people with bad intentions could misuse
Bluetooth technology to steal data, spamming or
sending a payload to hack a mobile device. A
hacker can use well known hacking practices, like
malware, direct attack or authentication bypass,
to hack mobile devices. After the incident, an
Incident Responder should seize digital
evidences very carefully. Forensics experts can
get the Bluetooth device ID, file name, pairing
date, file size and path from the victim's device.
A Bluetooth attack can happen to mobile,
Bluetooth speaker, headphone, screen and
laptop, etc. This article will give the complete
idea about possible Bluetooth attacks, its
forensics and tracing of culprit with practical

moves.
Base of the article (Android)

Android is a mobile operating system developed
by Google in 2005, based on a modified version
of the Linux kernel and other open source
software and designed primarily for touchscreen
mobile devices such as smartphones and tablets.

An Android phone has an open source operating
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system, which can be modified easily by a device
manufacturer as per his requirement. It is very
easy to develop custom applications and handle

the Android platform.

The Android platform replaced the Java
operating system rapidly in between 2010 to
2013. Most Android applications are down-
loaded from the play store but users are allowed

to develop and install customised application.
Attacks on mobile phones

A hacker can perform attack in two ways, either
protected or unprotected. In the unprotected
attack, the hacker does not require pairing with
target device to exchange data. A protected
attack needs to cross a few security levels for
pairing with target device. In protected pairing,
the target device is relatively safe so the attacker
always needs partial interaction of the user

(victim) to accept the pairing request.

The hacker can make attacks through the

following techniques:
1. BlueBug

BlueBug is a technique in which intrusion can
happen through a bug in the stack memory of
Bluetooth. By using this vulnerability, a hacker
can control the RFCOMM ports of a mobile

device and send AT (attention terminal)
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commands to the target as per his need. The
hacker can exploit this vulnerability and, through
AT commands, access Call Logs, Contacts, SMS
and set call forwarding. The hacker can also
make a call through Bluetooth on any number
from the victim's device. An attacker can also
add a number to the contact list and change the

language.
2. BlueJacking

Normally, Bluetooth devices can share data after
pairing but a hacker can perform spamming to
engage a user's device or send payload for
exploitation. But yes, this is also a question in
itself that the spamming has occurred after the
pairing or without the pairing. The hacker can
perform unprotected pairing or, with the help of
social engineering, the user can also accept a
pairing request. A forensics investigator should
first identify the pairing process to get the right
direction of investigation because both
protected and unprotected pairing have different

directions to investigate.
3. BlueSnarfing

A general attack on Bluetooth is possible when a
device is enabled to be viewed publicly or to
allow pairing. A BlueSnarfing attack is only
possible when the Bluetooth device is not active.

A BlueSnarfing attack could give complete
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access of victim's call log, contacts, SMS,
images, video and documents to the hacker. The
only requirement of this attack is the MAC
address of the target device. Through the MAC
address, the hacker can gather much information
about the target, like chip (first three bytes) and
device manufacturer company name (last three
bytes). Similarly, in the case of cyber-crime or
attack investigation, an officer can also collect
the same information about the hacker's device.
Nowadays, with the updated version of

Bluetooth, this vulnerability has been patched.
4. BluePrinting

BluePrinting is the technique used to gather
information about the target Bluetooth device.
This technique aims to collect information like
device name, model, Bluetooth version and
MAC address anonymously. This technique is
called passive scanning because it does not
require pairing or user interaction. Through
several tools, you can search available Bluetooth

devices in the network and gather information

about them.
Forensics

A hacker can misuse Bluetooth technology to
access a user's device through protected and
unprotected connections. Sometimes, a hacker

can exploit vulnerabilities in a Bluetooth
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application and can steal the user’s personal and
confidential information. A hacker can also send

malicious files to the victim device.

Bluetooth forensics is made in the following

steps:
1. Device Seizure

At the incident location, the forensics expert
should first complete the seizure memo carefully.
The seizure memo includes evidence name,
evidence type, model, operating system, other
network devices, date and time of incident. The
expert should make a detailed report for both
software and hardware for the references during

investigation.
2. Phone Rooting

To get access to the SQLite database of the
Android device, we need root access. Rooting
can give us the permission to replace, delete and
access applications that require administrator
permission. Rooting is also performed to
overcome limitations on firmware and hardware
of device. After the device rooting, we can get
access to the SQLite database of Bluetooth

device connectivity logs.

We can root the Android device in the following

phases:

Step 01: Download and Install KingRoot apk
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There are lots of freeware Android rooting
applications available on the internet. We can
also root the Android device from the computer
by enabling the USB debugging. Here we will
use KingRoot application to root the device. You
can download and install the latest version of

KingRoot application free from the internet.
Step 02: Enable developer mode

To root the Android device, KingRoot application
requires developer mode enabled. Normally,
developer mode is not visible on the devices. To
make "developer mode" option visible, go to
Settings > About Phone. Tap the "Build number”
seven times to make Settings > Developer
options available. Now go to developer mode
and enable it as shown in figure 1.0.

e ¢vm

(* Developer options

Take bug report

Desktop backup password
Desktop full backups aren't currently protected

NEVEVELE
Screen will never sleep while charging

Select runtime
Use Dalvik

Enable BT HCI snoop log

Capture all bluetooth HCI packets in a
file

Process Stats
Geeky stats about running processes

DEBUGGING

USB debugging

Debug mode when USB is connected

Revoke USB debugging authorizations

Fig (1.0): Enable Developer Mode
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Step 03: Rooting

Open the KingRoot application and click on
"Start Rooting" button. This process will take a
few minutes to root the Android device. After
completion, KingRoot will display a successful

rooting message on screen.

KingRoot

1

Root access is unavailable

START ROOT

Fig(1.1): Start Root

KingRoot

v

Root successfully
0 :MACHONE

Fig (1.2): Successfully Rooted

Note: You can also across check rooting status of
device by using root checker applications.
Rooting checking application can also be
downloaded from the play store. Here | use
"Root Checker" application to verify the root

status of device as shown in figure 1.3.

Root Status

KARBONN MACHONE

Android 4.4.2

Root Access

BusyBox

BusyBox Version

Booloader Version unknown

Kernel Name Linux

Kernel Version

Fig (1.3) Root Status Verification

3. SQLite Editor

To check the Bluetooth connectivity and data
transfer logs of a device, you need to analyse the
SQLite database of the device. You should
download and install "SQLite Editor" application
from the play store. After that, you need to

browse your application for which you want to
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perform forensics. Download and install SQLite ]

i i i Pick D
editor as shown in the figure below. ck Database
APPS FILES FAVORITES RECENT
. GooglePlay  saie editor n
Q

Entertainment Search  Allresults v

Analytics Service
Apps l ' com.android.googleanalytics

r Android Live Wallpapers
24

com.android.wallpaper

Android System
android
2 AppGuidePlugin
la' com.mediatek.appguide.plugin

BT

com.mediatek.bluetooth

Movies
Music
Books
Newsstand - .

SQLite Editor
Dancme

Devices

BT Share

com.android.bluetooth

4. Logs Analysis

Backup and Restore
From the SQLite database of an Android device, com.mediatek datatransfer
forensics expert can gather information, like
Bluetooth address of destination device, file Fig (1.4) Choose BT database
name, file type, file size, transfer time, storage
location. A forensics expert can get more details
. : Step 03: Now click on "RECENT” button
about device and chip manufacturer company

name by using the Bluetooth address. An ‘

investigation officer can also search active Pick Database

Bluetooth devices near the incident location and APPS FILES]  (PAVORIES
m /data/data/com.android.bluetooth/

should seize all suspected devices. After the W o

/data/data/com.mediatek.bluetooth/
Aatahacac/chara Al
share.db

forensics analysis, police can match the

@B

destination Bluetooth address with the suspect

devices.
Step 01: First open SQLite editor application

Step 02: Now browse BT application to the
SQlLite editor

Fig (1.5) Select Database
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Step 04: Now click on "btopp"

& Edit Row

Here you will find SQLite database named "/
Table : btopp

data/data/com.mediatek.bluetooth/

@ _id INTEGER) @PrimaryKey

database/btopp.db". Click to open that 1 =]

database
@ uri (TEXT) @Nullable

content://media/external/images/media/3 m

Pick Table
é 3 btopp.db
@ hint (TEXT) @Nullable
Table Name Fields Rows hack.apk a
android_metadata 1 1 @ _data (TEXT) @Nullable
/storage/sdcard0/BT/hack.apk m
btopp 14 1
& mimetype (TEXT) @Nullable
ek @
sqlite_sequence 2 1
Fig (1.7.1) SQLite database
& Edit Row
Table : btopp
Flg (1 6) Cllck on btopp @ direction (INTEGER) @Nullable
] B
@& destination (TEXT) @Nullable
Step 05: Information in the SQLite database 7C:46:85:83.74F6 &)
From this database, a forensics analyst can @ visibilty (NTEGER) @Nullable
g ]
collect information such as Bluetooth address of
destination device, file name, file type, file size, © confirm (INTEGER) @Nullable
1 )

transfer time and storage location.

@& status (INTEGER) @Nullable

Fig (1.7.2) SQLite database
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5. Device Info

& Edit Row

The Bluetooth address is unique for every
Table : btopp

hardware manufacturer company. Through the

© direction (INTEGER) @Nulable Bluetooth address, a forensics analyst can gather

! E)

many pieces of information about a target such

© destination (TEXT) GNullable as chip (first three bytes) and device
7C:46:85:83:74:F6 m

manufacturer company name (last three bytes).

LT ——— There are lots of open source databases of

: B

Bluetooth addresses and websites to get the

P p— manufacturer name from the Bluetooth address.

’ B

We can get the device manufacturer name in

@ status (INTEGER) @Nullable fo||owing phases:

Step 01: Visit https://aruljohn.com/mac/7C4685

website

Fig (1.7.3) SQLite database

<« C @ httpsy/aruljohn.com/mac)

j aruls utilities

& Edit Row

Check your IP Address

MAC Address and OUI Lookup

Ta b| (2 btopp |P address tracker «#= This program displays the name of the company that manufactured your network card. You can also do

T — “ areverse lookup and find the MAC addresses registered by a company.

~ ENTER MAC ADDRESS OR OUI (FIRST 6 DIGITS,
@ status (INTEGER) @Nullable wireless network key ( )
which webserver
200 i — - s
MAC address lookup
IBICIDR sUbReE SELECT LOOKUP TYPE: @ LOOKUP MAC  LOOKUP VENDOR
1P t0 ostname
e This datab last updated on Tue, 16 October 2018
is database was last updated on Tue, 16 Qctober
@ total_bytes (INTEGER) @Nullable —
183483 & Fig (1.8) Visit Website

V] current_bytes (INTEGER) @Nullable

183483 E

@& timestamp (INTEGER) @Nullable
1539615699161 m

@ scanned (INTEGER) @Nullable

! &)

Fig (1.7.4) SQLite database
45
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Step 02:

Search the first three bytes of your Bluetooth
address on this website. Here you will get the
device manufacturer name as shown in figure 1.9
below.

EnTER MAC ADDRESS ok OUI (FIRST 6 DIGITS)

| lookup MAC address

LOOKUP MAC

7C:46:85

SELECT LOOKUP TYPE: @ LOOKUP VENDOR

This database was last updated on Tue, 16 October 2018

Found 1 results.

MAC Address/OUl Vendor {Company} -—

7C:46:85 Motorola (Wuhan) Mobility Technologies Communication Co.. le.I

Fig (1.9) Search Bluetooth Address

Here you can see the device manufacturer
vendor is Motorola Mobility Technologies

Communication Co. Ltd.
Conclusion

In the above example, someone sent hack.apk
file to a victim’s device anonymously. A forensics
officer visited the incident location and seized all
suspected devices. During the forensics
investigation, he found that the hack.apk file was
sent through Bluetooth. Now the forensics officer
wanted to get the sender's Bluetooth address
and file transfer time. From the SQLite database,
the forensics officer collected all required
information. After that, you can match this
Bluetooth address with the suspect device and

catch the owner of the matched device. The
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forensics officer can also collect additional
information such as file size, transfer data and

time, file type, status of file transfer, etc.
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